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ABOUT THIS WHITEPAPER
It is not very often that we come across a fast growth technology with the transformative power to
systematically shape our society, economies, and our planet. Over the past five years we have witnessed
great strides being made in the research and development of deep learning and computer vision
technologies. Only a few years ago, many CEOs would have considered AI technologies as interesting
technologies to experiment with. Today, it is at the core of powering different applications across
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CHAPTER II

various industries, including healthcare, automotive, communications and entertainment.

OUR PRINCIPLES FOR ETHICAL AI
2.1 PRINCIPLES OF AI ETHICS: RESPECT, OPEN DIALOGUES AND INCLUSIVE CULTURE
2.1.1 Comply with laws, rules and regulations
2.1.2 Respect for ethics, culture and common virtue

Yet, this is the tip of the iceberg. Beyond these applications, there are big, intergenerational challenges
that humanity faces. For example, rapid urbanization is creating a strain on the infrastructure, quality
of life and sustainability of our cities. There is significant potential for AI technology to play a role to
manage this growth, from traffic and city management, to improving the efficiency of public hospitals.

2.1.3 AI for social good

2.2 PRINCIPLES OF AI BENEFITING PEOPLE:
SHARING BENEFITS AND BUILDING AN INCLUSIVE SOCIETY
2.2.1 Address algorithm bias
2.2.2 Build a sustainable society
2.2.3 Popularize AI science

2.3 PRINCIPLE OF AI EMPOWERING INDUSTRIES:
ACCOUNTABILITY, SELF-DISCIPLINE AND SAFETY

Yet with great power comes great responsibility. As we reach even more milestones in the development
of AI technologies, we must explore, and define the underlying duty of care which needs to be
considered. As a mission-driven company this is a responsibility in which we hold sacred.
This whitepaper started life as an internal initiative over the past few years to develop an inside-out
perspective on AI ethics and to create our internal compass. In much as this paper provides us with
guidance and governance as we pursue the development of AI technologies, we also recognize the
importance of bringing in the “outside in” perspective.

2.3.1 Protect personal data privacy
2.3.2 Take responsibility for data
2.3.3 Least privilege and data de-identification

2.4 PRINCIPLES OF TRUSTWORTHY AI:
OPEN INNOVATION TO MAKE TECHNOLOGY MORE RELIABLE
2.4.1 Be inclusive to combat cross-industrial challenges

It would be disingenuous for us to position this as a panacea on the topic of ethics in AI technologies.
Nor does it serve to preach or provide definitive answers. It is the basis for our internal compass, but
also serves to be a vehicle for reflection, discussion, and collaboration. This paper will never be truly
finished. It will evolve with both the development of AI technologies and the world around us. But most
importantly, it will champion and pre-empt the duty of care needed to drive ethical and sustainable AI
technologies development.

2.4.2 Be open for academic research
2.4.3 Balance intellectual property rights protection and open cooperation
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CHAPTER

1.1 Mission

1

SenseTime’s mission is “to develop AI technologies that advance the world’s economies, society, and
humanity for a better tomorrow”.
We believe that the current wave of technological innovation such as Artificial Intelligence (AI), 5G and Internet
of Things (IoT), which together comprise the basis for 4th Industrial Revolution, will be the driving force behind
public service upgrades and intelligent societies, leading toward a shared future for the full benefit of mankind.
SenseTime is committed to harnessing AI to develop a sustainable future, which is an indispensable practice to
achieve the UN Sustainable Development Goals (SDG). The SDG shows a global blueprint for dignity, peace and
prosperity for mankind and the planet, and the associated“entry points for transformation”, i.e. Human well-being
and capabilities, Sustainable and just economies, Food systems and nutrition patterns, Energy decarbonization
and universal access, Urban and periurban development and Global environmental commons, can be facilitated
by AI. When we develop our core values and principles for AI, we take effort to make sure that they are aligned
with the UN SDG, and henceforth the greater good of humanity.

1.2 Our Core Values

OUR VALUE TOWARDS AI

Our core values include:

SUSTAINABLE
DEVELOMENT

•

Human Technology

•

Shared Benefits

•

Integrated Development

•

Open Innovation

These core values reflect our “internal compass” in an ever-evolving landscape of AI technologies. There are many
complexities surrounding ethical issues, such as history, gender, race, values, and culture. Furthermore, the
application of AI differs in levels of acceptance amongst many countries. However, we believe that it is a common
goal for everyone to enjoy the benefit of AI technologies being applied to their individual walks of life while having

MISSION
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OUR CORE VALUES
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the right checks and balances in place.
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Human Technology

Examples of Our Measures

Application of AI should promote ideals of human dignity and contribute to the peace, safety, welfare and interest

There is an urgent demand for incorporating ethical considerations into the current AI ecosystem, but there

of the public. Those who deploy AI must assure the safety and security of the technologies so that they are

is little guidance on what constitutes ethical responsibility. To fill this gap, SenseTime established the AI

operated in a way that does not cause harm to people. Current and future systems need to be designed to reduce

Ethics Committee in 2019, which is composed of a wide range of functional departments, including strategy,

inequalities within and among countries (SDG 10). This means AI systems need to benefit as many as possible,

legal, information security, research, government relations, public relations, university relations, and others.

especially those who would otherwise be easily neglected or underrepresented in AI applications.

The diversified composition is to ensure that business interests are balanced by proper internal control and
external opinions.

Shared Benefits
The development of AI should reflect diversity and inclusiveness and be designed to facilitate the progress of
urbanization, creating more advanced productivity tools, lifestyles, and learning methods. AI technologies are
a powerful influence on public service areas such as transportation, education, healthcare, sports, housing,
disability-assistance, pension and other governmental affairs, making a great catalyst for achieving the goal of
“sustainable cities and communities” (SDG 11). AI solutions for prevalent urbanization issues such as pollution,
security, and over-congestion can be discovered through continuous and rapid innovations. And given its
efficiency, AI can now be used in rural areas to help narrow gaps amongst people, equalizing opportunities for all
regardless of community.

The AI Ethics Committee aims to preempt any societal challenges that AI technologies and products
may bring and respond to ethical risks in a proactive manner. Specifically, the key tasks of the AI Ethics
Committee focus on the following four parts:

•
•

To provide a Code of Ethics and overall Guidelines for AI technologies, products, and practices;
To design and implement a set of internal procedures to ensure compliance with the Code and the
Guidelines;

•

To bring together governments, universities, and other key stakeholders in the ethics area with the goal
of forming a strong and defined AI governance network; and

•

Integrated Development

To promote the international exchange of AI ethics viewpoints, and to actively participate in the study of
global AI governance issues.

AI technology needs to be integrated with various industries for social advancement, ranging from agriculture
to manufacturing to services. Here at SenseTime, we advocate for “democratizing AI”, i.e. providing cutting-edge
AI technologies for industrial partners, who in turn provide solutions for their end-customers. We do not seek to

We believe that a meaningful and effective AI Ethics Committee is the bedrock of a responsible organization
and is critical to managing risks in the development of AI technologies.

control end-to-end solutions (i.e. from AI research to consumer products), but rather, we prefer to partner with
industrial players, because we believe that they are the best positioned to understand customer needs and hence
to design the most suitable solutions. We also believe that it is the most efficient way to distribute benefits of AI to
the society as a whole.

Open Innovation
AI should be based on innovation from basic theoretical research to interdisciplinary exploration. For example,
the unending pursuit of achieving higher accuracy is a cornerstone of safe AI and it is best accomplished through
work done together by academia and the industry. Truly original innovation will only flourish through open
dialogue and collaboration, through partnership between academia and the industry, and continuous investments
in the field. At SenseTime, we are proponents for international exchange, healthy competition, and ongoing
cooperation.
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CHAPTER

2.1 Principles of AI Ethics

2

Respect, open dialogues and inclusive culture
An increasing number of participants in AI have come to realize that ethics is a fundamental topic for AI. For
example, due to the current limited levels of a global standardization in the AI industry, certain norms and
usage of AI for one group may not only differ for another group of people but may also cause cultural offense.
Many global organizations are currently developing or have developed AI ethical standards to help commercial
companies and academic institutions set guidelines. At SenseTime, our AI ethics principles focus on three
aspects.

2.1.1 Comply with laws, rules and regulations
Stakeholders in AI industry should actively observe the laws and regulations of the country where the
business is operated.

2.1.2 Respect for ethics, culture and common virtue
Regarding ethics, culture, and common virtue that are not covered by laws and regulations but formed
by social conventions, we wholly respect and protect them. With the rapid evolution of AI technologies,
AI developers will face more complex ethical issues. In order to address these issues, explore cultural
inclusiveness and meet the cultural demands of all parties, we established a dedicated AI Ethics Committee
to ensure that AI technology applications are in compliance on a regional basis.

OUR PRINCIPLES FOR

2.1.3 AI for social good

ETHICAL AI

The data, algorithms, development, application, and use of AI should be beneficial to social development.
At SenseTime, we believe that AI can meaningfully improve people’s lives and address societal challenges
to create a healthier and more sustainable future. The AI Ethics Committee will examine the security and
impact of AI technologies in both domestic and global cases. Also, we are setting up an external Expert
Committee for a wider range of views.

PRINCIPLES OF AI ETHICS:

9

RESPECT, OPEN DIALOGUES AND INCLUSIVE CULTURE
PRINCIPLES OF AI BENEFITING PEOPLE:

10

SHARING BENEFITS AND BUILDING AN INCLUSIVE SOCIETY
PRINCIPLE OF AI EMPOWERING INDUSTRIES:

13

ACCOUNTABILITY, SELF-DISCIPLINE AND SAFETY
PRINCIPLES OF TRUSTWORTHY AI:
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2.2 Principles of AI Benefiting People

Sharing benefits and building an inclusive society
Given our mission to contribute to overall society and to broadly share the benefits of AI, a large part of our
business corresponds to enabling better public services, health and safety. However, risks such as algorithm
bias remain, due to various factors including a lack of data diversity and equitable access to AI by all portions of
society. At SenseTime, there are three aspects related to our principles of AI benefiting people.

AI + Health
Helping doctors for efficient diagnostic assistance and supportive planning for complicated 3D surgeries,
SenseTime’s SenseCare Smart Health Platform provides smart clinical healthcare solutions over the entire
“diagnosis-treatment-recovery” process in a hospital. It can help doctors complete jobs such as patient
screening, lesion detection, and characteristics analysis efficiently. In addition, it supports remote image
reading on multiple devices, as well as connectivity and diagnostic cases across medical partners. With this
platform, patients in remote villages can receive treatments from foreign experts at low costs. By deploying a

2.2.1 Address algorithm bias

server in the hospital, doctors can access applications through web pages using terminals such as computers,

Most machine learning and deep learning algorithms require massive labeled data sets for training. Lack
of data diversity and bias within algorithm analysis may cause misleading or even wrong conclusions
in AI applications. For example, biases in historical data might result in an algorithm discriminating

mobile phones, and tablets and can conveniently view digital pathological slices and AI analysis results
anytime, anywhere without any plug-ins, which significantly saves time and improves diagnostic accuracy.
Most importantly, it broadens access to high-level medical care.

against a certain age group, race or gender, resulting in a damaging AI application within a hiring process.
SenseTime endeavors to reduce “algorithm bias” to the largest extent possible and to allow room for human
intervention should such potential threats arise.

SenseTime’s SenseCare Smart Health Platform improves the current imbalance in the allocation of medical
resources. It enables doctors, especially those in rural areas with less-than-ideal available technology, to
have better diagnosis and surgery planning. Similarly, patients in the developing nations without the most

2.2.2 Build a sustainable society

advanced medical technology can benefit from it. By narrowing the medical treatment gap between cities

Building a sustainable society is a multipronged, multi-generational endeavor, and AI technology will be a

and rural areas, and between the developed and the developing nations, SenseTime eventually benefits all

powerful enabler of improved productivity, extended longevity, decreased income inequality, and enhanced

doctors and patients. It is also a concrete measure towards achieving the SDG 3, i.e. achieving good health

green development. SenseTime shall put its major focus on projects related to these important social topics

and well-being for all.

and narrow the gap between the developed and the developing nations.
Education for AI

2.2.3 Popularize AI science

To better prepare the next generation for the era of AI, SenseTime is committed to AI programming

It is our goal that the power of AI technology be made available to a wide population and extend the

education for children in different age ranges and to overall fundamental education on AI. In 2018, SenseTime

benefits. To this end, SenseTime strives to popularize AI science to the wider population and to better

jointly published the first AI textbook specifically designed to be taught within high school classrooms titled

prepare the next generation for the AI era to come. We also endeavor to educate the public properly on

The Fundamentals of Artificial Intelligence. Written by scholars with decades of experience in academia and

important topics such as AI ethics and enhance the awareness around AI security, ensuring the pros and

industry, this textbook introduces the history, concepts, principles, and practical applications of AI. While

cons of AI technology are properly evaluated and understood by the public.

this has been an important milestone in providing advanced education for students, we have also created an
entire K-12 full-stack of textbooks so that students of all ages can begin learning of these AI possibilities from
the onset.
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2.3 Principle of AI Empowering Industries

Accountability, self-discipline and safety
In addition, SenseTime has created a companion K-12 platform to the textbooks called SenseStudy, an online
educational tool that can be easily accessed by teachers and students through a web browser. The SenseStudy
platform contains over 200 SenseTime-developed lessons where students can acquire all-important handson experience with AI and coding that a simple textbook itself cannot provide. This platform also enables
fellow teachers to create their own unique lessons and share them with peers and students. With these
powerful tools at hand, schools can provide the most streamlined, flexible, and complete AI education.

As data has become a vital resource for new business models, privacy concerns are becoming more prominent.
Data asymmetry is a major moral dilemma in the protection of privacy. As a consequence, both digital and
brick-and-mortar companies have invested significantly in developing data technologies and providing data
services. Enterprises are responsible for not only protecting the security of individual data but also for developing
beneficial value from authorized data. To this goal, proper regulation is welcomed to mitigate any possible
negative effect, while it should be flexible enough to keep pace with the rapid development of technologies.

SenseTime developed these AI courses for students that reflect AI applications in various areas, such as
autonomous driving, smart city, smart healthcare, and intelligent finance. The textbooks and courses will

2.3.1 Protect personal data privacy

help students form a scientific understanding of AI, master systematic theories and basic skills pertaining

There is a fundamental need for people to have the right to define access and provide informed consent

to AI so that they can have a profound, rather than superficial, understanding of the term. With platforms

with respect to the use of their personal data. Personal data is a complete data set, which includes the

consisting of AI textbooks, AI teaching-aid materials, AI teacher-training services, and AI teaching

definition and description of individual identity. The owners of data should have the right to know, to

ecosystem, the major obstacles associated with AI education are resolved: how to teach, how to learn, and

query, to correct, and to delete the data within the scope prescribed by law. The method of forming a data

how to evaluate. By providing AI education to a younger generation, SenseTime broadens the spectrum of

trust relationship is to explain the usage purpose and expected profits during the collection. Further,

their choices for the future.

personal information prohibited by laws and regulations must not be collected. Each request for data
acquisition must come on a case-by-case basis versus an ongoing form of access, unless the ongoing access
has become law.

2.3.2 Take responsibility for data
The trustees of data are the primary owners of data protection. During the process of data collection,
processing, storage, and transmission, they are responsible for data quality (accuracy, integrity, timeliness),
data security, and data usage. In particular, there should be hierarchical protection mechanisms to increase
protection for sensitive information such as those involving minors or personal privacy. SenseTime
endeavors to establish a communication trust-mechanism with the public and to protect our own business
data from infringement.

2.3.3 Least privilege and data de-identification
Data collection and use should follow the principles of least privilege, i.e. only to collect and process the
bare minimum data sets needed to perform the intended authorized business. De-identification and
anonymization should be adopted before commercialization to reduce the risk of personal data leakage.
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2.4 Principles of Trustworthy AI

Open innovation to make technology more reliable
National Facial Recognition Working Group

Transparency and verifiability are essential to guarantee that AI technologies can be trusted by the community.

In response to the challenges surrounding face recognition technology, The National Facial Recognition
Working Group was established in 2019. Overseen by the National Information Technology Standardization
Technical Committee, the Working Group is comprised of 27 prominent AI companies including Tencent,
Ping An Insurance, Dahua Technology, CloudWalk, Ant Financial, Xiaomi, and iFlytek, among other household
names. At the same time, SenseTime was named the Head of the Working Group.

Note that here the term transparency also addresses the concepts of traceability, explicability, and interpretability.
For validation and certification of AI technologies, transparency is important because it exposes the system’s
processes and input data to scrutiny. In addition, reliable algorithms are the best tool to combat potential fraud
committed with AI, such as the recent advent of “deepfake” face-swapping technologies utilized to generate
dubious content. The accuracy and credibility of AI algorithms can only be continuously improved with the
cutting-edge research capabilities and a flourishing industry-academia ecosystem.

The Working Group’s main task is to standardize the research and development of facial recognition products
and to ensure it is applied safely and consistently. The Working Group will craft both technical and ethical
standards, covering algorithm and application accuracy and user privacy concerns. As leader of the Working
Group, SenseTime will continue to play a critical role in setting up and implementing the industry standard.

2.4.1 Be inclusive to combat cross-industrial challenges
Given SenseTime’s stance on “democratizing AI”, our AI solutions require collaboration among industrial
partners throughout the value chain, and so do our efforts of enhancing the trustworthiness of AI. Some
issues mentioned above, such as transparency, verifiability, etc. can cross industry boundaries and can only
be addressed if all parties involved join hands to build safe and trusted AI systems.

ISO Certifications
It is the SenseTime’s responsibility and obligation to safeguard data security and user privacy. In January
2020, SenseTime obtained an ISO/IEC 27001 Certification, ISO/IEC 29151 Certification, and Level-3
assessment in Multi-Level Protection of Information Security Scheme (MLPS) 2.0.

2.4.2 Be open for academic research
The academic ecosystem in AI has been indispensable for development of AI industry. Because the
development of AI technologies is still at its initial stage, there is a huge room for original AI research before

ISO/IEC 27001 is the most authoritative, widely applied certification standard in the field of information
security around the world. It can effectively ensure the reliability of enterprises in the field of information

AI technologies can be applied to various actual scenes. The open-source approach is preferred when it
comes to academic collaboration as it encourages close peer review and rapid evolution of algorithms.

security, reduce the risk of data leakage, and better protect core data. ISO/IEC 29151 is an internationally
accepted guide to protect privacy of individuals and demonstrates the company's ability to protect

2.4.3 Balance intellectual property rights protection and open cooperation

information security and privacy of individuals.

The last decade has seen a substantial increase in the number of AI patent applications, and AI-based
As a result, SenseTime became the first artificial intelligence company in China to get the triple authoritative

products and services have gradually changed our lives in meaningful ways. Meanwhile, the importance

management evaluation certifications at the same time. This provides a guarantee for enterprises and users

of intellectual properties (IP) protection is increasingly important to enable the commercialization of

who choose SenseTime‘s technologies, products, and services. Regarding data security as a top priority,

AI technologies. However, we should not let IP protection stand in the way of “open innovation”. A fine

SenseTime has been and will continue striving to be a pioneer in industry safety.

balance needs to be maintained in order to allow continuous advancement of both AI research and
commercialization.
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CHAPTER
Open-source Projects
AI models are often expensive to develop and require a large amount of data to build and train algorithms.
For more efficient distribution of knowledge and technologies, SenseTime has launched several open-source

3

projects for pure research, which contain MMCV, MMDetection and PySOT.

PySOT, a software system designed by the SenseTime Video Intelligence Research Team. In particular, this
includes state-of-the-art single object tracking algorithms, including SiamRPN and SiamMask. It is written
in Python and powered by the PyTorch deep learning framework and also contains a Python port of toolkit
for evaluating trackers. The goal of PySOT is to provide a high-quality, high-performance codebase for visual
tracking research and is designed to be flexible in order to support rapid implementation and evaluation of
novel research. Open Source AI Technologies helps maintain projects created by SenseTime that can increase
fairness, interpretability, robustness, and transparency because it allows any developer or IT team to develop
technologies more cheaply and quickly, as well as more flexibly and securely.

At the same time, an open attitude helps build reliable relationships between SenseTime and industry
partners, who apply SenseTime’s AI technologies in their products. For example, the SenseAR Augmented
Reality Developer Platform allows people to make use of AR within online entertainment apps. SenseTime is
not only cultivating a dynamic AR ecosystem but enabling industries, businesses, and users everywhere to
benefit from the numerous possibilities of AR.

CONCLUSION
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Advisory Committee

With the rapid development of technology, the use and impact of AI is becoming ever more pervasive. While the
technology is maturing rapidly, we are still in the preliminary stages where most organizations and leaders are

Yang Fan

Co-founder and Vice President of SenseTime

Zhang Wang

Vice President of SenseTime

June Jin

Chief Marketing Officer of SenseTime

Zhang Shaoting

Vice President and Deputy Head of Research of SenseTime

Luo Jing

Vice President of SenseTime

working to figure out how to best utilize AI and how to maintain AI. It is necessary to establish guidelines in order
for our systems to remain human-centric, serving humanity’s values and ethical principles.

This Code of Ethics for AI Sustainable Development is meant to be an evolving guide and reference to actively deal
with potential AI applications, as well as ethical challenges that come with these opportunities. As AI could be a

Authors

substantial milestone in the development of human society, the ethics around it should also correspond to the
United Nations’ call for sustainable development goals, which forms the foundation for this Code of Ethics. It is
important that AI designers, developers, distributors, and users all take conscious actions and responsibilities to
concretely implement these ethical values and principles into their own technologies, products, and practices.

As a mission driven company, we welcome the global debate on the ethics and sustainability of AI technology
development. This is an important debate which must be made in collaboration with the academic community,
regulators, and the technology industry at large. It should transcend geopolitics and pursued in the greater
interests of the world’s economies, society, and humanity. In doing so, can society look forward to a fully
integrated AI ecosystem where every stakeholder has complementary and compatible values in regard to keeping
AI safe, beneficial, and equitable for all.

Tian Feng (Ben)

Lin Jiemin ( Jessie)

Lv Baoliang

Liu Zhiyi

Zheng Yejie

Dean of SenseTime

Vice President of
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liuzhiyi@sensetime.com

tianfeng@sensetime.com

bllu@sjtu.edu.cn

One of the core mandates of our AI Ethics Committee to is to promote the international exchange of AI ethics
viewpoints, and to actively participate in the study of global AI governance. By sharing this whitepaper, we hope
to contribute to further reflection, debate, and discussion within the AI ecosystem. We look forward to further
collaboration on this important topic.

SenseTime will not shy away from the responsibility that comes with becoming a significant contributor and
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stakeholder in AI applications, and will work relentlessly to fulfil our mission of “developing sustainable AI
technologies that advance the world’s economies, society, and humanity for a better tomorrow”.
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